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‘Firms transform networks for

=

Enterprises in the UK are treating
networks less as a commodity and more as a
strategic asset since the Covid-19 pandemic
disrupted work modes and most industries,
according to a new research report
published by a global technology research
and advisory firm.

The 2022 ISG Provider Lens Network —
Software Defined Solutions and Services
report for the UK, by Information Services
Group (ISG) finds many companies are
adopting software-defined networking (SDN)
as part of broader modernisation programs
aimed at becoming more agile and competitive
under new business conditions. SDN, as a
technology or a managed service, allows
organisations to address the unique needs of
each user, including the access, applications
and priority they require.

“It’s increasingly common for British
companies to transform their networks as part
of a move to software-defined everything,”
said Jon Harrod, director, network advisory,
for ISG in the UK. “More flexibility and
personalization are needed to serve remote
workers and customers better.”

Business transformations at most UK.
enterprises are taking place in two phases,

competitive edge’, report finds

the report says. First, organisations assess and
standardise their people, processes and tools,
a step that typically includes migrating from
traditional networks controlled by command-
line interfaces to software-defined services.
Then they transform the operations that
surround the technology.

The number of enterprises that buy solutions
directly to manage and operate on their own
is still growing in the UK, but the trend is
now moving toward fully managed or co-
managed solutions, the report says. Some DIY
organisations are moving back to suppliers for
a co-managed approach.

Over the last 12 to 18 months, the market
has also been shifting from private to public
networking, ISG says. This change was
triggered by the adoption of distributed
networking during the pandemic, which has also
led to integration of LAN and WAN domains.

Furthermore, the report examines a wide
range of trends and issues around software-
defined networking in the UK, which also
include the rise of now-standardised secure
access service edge (SASE) and the growth of
intelligent edge networking.

It also evaluates the capabilities of 53
providers across five quadrants: managed SD-

i

WAN services, SDN transformation Services
(consulting and implementation), enterprise
networks technology and service suppliers,
edge technologies and services, plus SASE.

Elsewhere, the report names BT, Deutsche
Telekom, HCL, Orange Business Services,
Tech Mahindra, Vodafone and Wipro as
leaders in all five quadrants. It also names Colt,
Tata Communications and VMO?2B as Leaders
in three quadrants each and Aryaka, Cisco
and NTT as leaders in two quadrants each.
Lumen, Microland, Nokia, TCS, Verizon,
Versa and VMware are named as leaders in
one quadrant each.

In addition, Microland is named as a Rising
Star — a company with a “promising portfolio”
and “high future potential” by ISG’s definition
— in three quadrants. Computacenter and Tata
Communications are named as Rising Stars in
one quadrant each.

ISG, based in Stamford, Connecticut,
specialises in digital transformation services.
These include automation, cloud and data
analytics;  sourcing advisory; managed
governance and risk services; network carrier
services; strategy and operations design;
change management; market intelligence and
technology research and analysis. ll
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‘Over a third of businesses fear security risks from incompatible apps’

Over a third (36%) of organisations fear
the risk of a security breach or incident
due to an incompatible application on
the latest version of Windows, according
to new research of UK and US CIOs
commissioned by Cloudhouse.

In addition, over a quarter (26%) of
businesses are also concerned about the
risk of breaching regulatory compliance
due to the same reason. Despite these fears,
more than a third (34%) of businesses
only audit their IT assets for security and
risk compliance on a quarterly basis or
even less often.

Additionally, only 30% perform
continual monitoring of the general
security of their IT assets, with nearly
a quarter (23%) only performing this

quarterly or less often. Complacency
in monitoring and ensuring application
compatibility could however prove
detrimental to businesses, with
sophisticated methods such as ransomware
and malware among the major security
threats facing businesses.

Ransomware is emerging as one of the
most prominent cyber risks, with 80% of
businesses concerned about the threat it
poses. Close behind is the fear of password
exploitation (64%), cross-site scripting
(63%), and the danger posed by malware,
with 61 percent of businesses citing it as a
concern to their operations.

“Despite fairly widespread awareness
of security threats among a number of
organisations, many are failing to take the

appropriate steps to mitigate the risk posed
by incompatible applications,” said Mat
Clothier, CEO and founder of Cloudhouse.
“With the cyber landscape increasing in
complexity and attacks becoming more
sophisticated, it’s critical for businesses to
not only make the move to an up-to-date
and supported version of Windows but
also ensure that their applications make
the leap successfully with the assistance
of supporting tools.”

The findings further revealed that there
is no one consistent approach among
organizations when it comes to assessing
the security of their IT assets. Of those
that utilise technology, the most popular
proved to be active change monitoring
and management (37%) and real-time

endpoint security scanning tools (36%),
with a variety of other tools being used by
approximately a third of organisations. ll

Iron Mountain unveils UK plans

US storage and data management giant
Iron Mountain has unveiled plans to take a
312,00ft2 warehouse at Tritax Symmetry’s
Symmetry Park in Kettering, just days
after it announced its first UK campus at
Symmetry Park in Rugby, Warwickshire.

The company will take the Kettering
unit when it reaches completion in January
2023, the largest unit in the current phase
of Tritax’s speculative development.

This will be the first building delivered
by the latter at Symmetry Park Kettering,
which has reserved matters planning
permission  for  further  buildings,
delivering 2.3 million ft2 of space across
the 136-acre site.

potential for sustainability, which forms
part of Iron Mountain’s ambitions to
i can now receive full-fibre broadband

These leased buildings will achieve i
net zero carbon construction and come i
with 20% photovoltaic roof coverings i
and will also offer charging points for :
{in Sandown and Shanklin are also

“The growth of e-commerce continues '
to drive huge demand for warehouse and :
logistics space across the country,” said i
Phil Shepley, vice-president and head :
of commercial UK, Ireland and South :

achieve Net Zero emissions by 2040

electric vehicles.

Africa, Iron Mountain. ll

UK military investigating hacks on
army social media accounts

British military authorities are trying to
identify the criminals who hacked the
army’s social media accounts in early
July, flooding them with cryptocurrency
videos and posts related to collectible
electronic art.

An  investigation was  launched
after authorised content on the army’s
YouTube account was substituted with a
video feed promoting cryptocurrencies
as well as images of billionaire
businessman Elon Musk.

As part of the hack, the Army’s Twitter
account retweeted numerous posts about
non-fungible tokens, unique digital images
that can be bought and sold but have no
physical counterpart.

“Apologies for the temporary
interruption to our feed,” the army said
in a tweet posted after the Twitter account

NETWORKING+

normal service will now resume.”

However, the Ministry of Defence later

said both breaches had been “resolved”.

Jamie Moles, senior technical manager
at cybersecurity firm ExtraHop, said nation :
state attacks are happening constantly, i
with foreign powers such as Russia, i
China and North Korea “always testing i
the boundaries of our networks, just as
we are testing theirs”. He added: “Attacks
can materialise in a number of ways. It
could be ever so slightly changing the :
level of chemicals at water supply plants, :

or sabotaging electrical grids to turn off i
the heating. As a member of the public, i
we don’t see behind the scenes, and would !
only witness the aftermath of attacks.” M

_Full-fibre available to 40,000

The development at Kettering followed
a rigorous assessment of the facility’s i

premises on Isle of Wight

Over40,000 premises on the Isle of Wight

services provided by WightFibre.

This includes availability for the first
time in Ventnor, Lake, Nettlestone and
Seaview. Most businesses and homes

ready for service. Cables have already
been laid to a further 10,000 homes
with service to those enterprises and
homes scheduled to become available
over the summer.
This means

WightFibre’s Gigabit

! Island Project is well over the half-way
i mark with a total of 460km of trenches
i dugtodate. The company expects service
i to be available to 60,000 premises by
i the end of the year with an ultimate
i target of around 80,000 premises. This
i equates to 96% of all premises.

was restored July 3. “We will conduct :
a full investigation and learn from this :
incident. Thanks for following us, and

“We are really pleased to have
connected our first full-fibre customers
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in Ventnor and Seaview,” said John
Irvine, CEO of WightFibre.

We expect the network build across
the Island to be largely complete by the
end of 2023. Our new full-fibre, future-
proof network is second to none on the
planet and this, coupled with our very
high levels of customer care, is giving
customers what they want — fast reliable
broadband that just works.”

WightFibre’s full-fibre, “ultrafast
and future-proof broadband” is live in
Cowes, East Cowes, Newport, Wootton,
Ryde, Lake, Nettlestone, Seaview,
Sandown, Shanklin and Ventnor. It is
also expected to go live in Freshwater
and Yarmouth —extending the company’s
reach into the west of the island. Work
on WightFibre’s Gigabit Island Project
is ongoing in St Helens, Bembridge,
Brading and numerous other towns and
villages across the Isle of Wight. l
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Leeds signs Allied Telesis to boost network customer experience

Premier League football club Leeds United
is improving the customer experience for
fans and visitors at its Elland Road stadium
as part of an upgrade to its existing Allied
Telesis resilient network core.

Designed, installed, maintained and
supported by NETprotocol, a platinum-level
Allied Telesis partner, the network has been
in operation for 15 years with no downtime,
according to the enterprise internet-of-
things (IoT) and software-defined network
systems provider.

Leeds needed round-the-clock no-fail
network operations for all its internal
businesses within the stadium grounds.
These included back-office administration,
call centre, hospitality and executive suites,
ticketing, merchandise shop, press box,
television studioand aCCTYV security system

that operates several hundred surveillance
cameras throughout the stadium complex.

“There are so many moving parts to
the network in this dynamic stadium
environment,” said Mark Broadley, head
of IT and facilities for Leeds United. “We
have to meet so many different objectives
under one roof, and we have to know that
everything works just the way we need it to,
without fail. Having confidence in all that
makes my job so much easier.”

With nearly 200 cameras around the
stadium, the CCTV is a key part of the
infrastructure, designed to protect the
almost 38,000 fans and workers in the
stadium on game days. NETprotocol
installed a dedicated network layer using an
Allied Telesis switch that supports power
over ethernet (PoE) to each camera around

the campus, further ensuring continuous
operation of the security system.

The Elland Road club’s network is based
on two high-capacity, diversely routed
fibre connections constituting the resilient
network core. It covers the stadium as well
as its training ground 20km away in Thorp
Arch, Wetherby.

One 20GB connection is in the main
datacentre in the East Stand and one 20GB
connection is in the ticket office in the West
Stand. The diversely routed fibres going east
to west and west to east around the stadium
create a 40GB ring that is completely
faultless. Connected to these two cores
are several edge cabinets that run the rest
of the structure.

A Vista Manager EX network
management platform and the Autonomous

Management Framework from Allied
Telesis are run from a single pane of glass to
allow centralised display of network details,
status and event information, automating
common tasks such as firmware updates,
backups and zero-touch provisioning. ll
5 % o 2 =

NHS suffers
cyberattack

The National Health Service (NHS) suffered
disruptions in early August as it was
revealed that a software outage was caused
by a cyberattack.

First detected on Thursday, August 4
by Advanced, the software firm providing
digital services to emergency line NHS
111, the attack targeted systems that
facilitate patient referrals, ambulance
bookings, out-of-hour appointments and
emergency prescriptions.

The company’s chief operating officer,
Simon Short, told BBC News the loss
of service was related to a cyberattack
contained to “a small number of servers”.

“We can confirm that the incident is
related to a cyberattack and, as a precaution,
we immediately isolated all our health and
care environments,” Short said.

An NHS spokesperson said that while
disruption was “minimal”, it was monitoring
the situation “closely”” and asked people to
call 999 in cases of emergency.

“There is currently minimal disruption,
and the NHS will continue to monitor
the situation as it works with Advanced to
resolve their software system as quickly as
possible — tried and tested contingency plans
are in place for local areas who use this
service,” the official added.

Nic Sarginson,principal solutionsengineer
at Yubico, said that the UK healthcare sector
can effectively mitigate the risks brought on
by emerging ransomware attacks and the
general cyberthreat landscape:

“The healthcare sector is one of the
most heavily targeted industries by
cybercriminals,” he added. “Since the start
of the Covid-19 pandemic, UK healthcare
providers have implemented the use of
remote and virtual services to support
increased access and wider exchanges of
electronic medical data. However, this has led
to widening security gaps within their digital
infrastructures, making medical providers
susceptible to potential cyberattacks.”

In 2017, NHS services

were

significantly impacted after a large-scale
ransomware attack. ll
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printserver ONE - the optimised Print Server for a secure network

Your Benefits

For All Printing Systems Tha

digital copying machines and many more!

A network printer usually has an interface and an additional USB port. In some network configurations it may be
necessary to operate more than one network interface on a printer. This is where the printserver ONE comes into play
- simply connect it to the USB interface and the second interface is available! Printed matter is received fully encrypted
and forwarded to the printer. Hacker attacks can be prevented even on devices with an Internet connection!

v/ Powerful throughput rates v
v/ Encryption of print data current authentication methods, access controll and
v/ Equip printing systems with 2nd network interface fany more
v Simple user interface, time-saving installation v Operate separate private and public networks using
I : ) re printing over an IP nnection
and administration, monitoring and maintenance via secure printing over an IPSec connectio
browser v/ Up to 60 months free guarantee
4

printserver ONE

t Feature a USB Port

Ink-jet printer, laser printers, label printers, large format printers, plotter, dot martix printers, barcode printers, multi-function devices,

Comprehensive security package including encryption,

Regular updates and free technical support worldwide

SEH Technology UK Ltd. Phone +44 (0) 1273-2346-81 MW \ade
i F ; The Success Innovation Support  +49(0) 521942 26-44 Hin
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4 evelopmen BN19SB
3 JULY/AUGUST 2022


https://www.seh-technology.com/uk/

I NeWS

( Register for Networking+ S

You’re responsible
for the protection
of your SaaS
Application Data.
Did you know that?

SaaS vendors own the cloud
infrastructure stack and all primary
components that make up the service
such as physical infrastructure,
network controls, the operating system
that hosts the application, controls for
the application offered as a service,
hardware components, and more.

But data—the critical component that
powers your business and is central
to the service’s relevance—is your
organisation’s responsibility.

This is because SaaS vendors operate
on a shared responsibility model, which
means obligations are shared between
the vendor and the customer.

Data is your most important
asset

In today’s digital economy, data has
become the currency of enterprises.
Losing it will result in potential loss
of customers, brand, revenue and
ultimately the company.

In a study conducted by ESG, 81%
of Microsoft Office 365 users had to
recover data, but only 15% were able
to recover 100% of their data.1

Complete Protection for SaaS
Data

Cloud data protection is your
responsibility. And moving data to the
cloud exposes it to risks. Having a
comprehensive solution to protect data
hosted in Saa$S applications if the only
right move for any organisation.

Arcserve  SaaS Backup offers
complete protection for data stored in
Microsoft 365, Microsoft 365 Azure AD,
Microsoft Dynamics 365, Salesforce,
and Google Workspace.

Conclusion

SaaS vendors have made it clear
that backups are the organisation’s

responsibility and not theirs.
Arcserve SaaS Backup adds to
Arcserve’s powerful portfolio,

equipping organizations to completely
protect their SaaS data, eliminating
business interruptions due to
unrecoverable data loss.

Download our eBook, “Top 5 reasons
why you need SaaS Data Backup”, to
learn more, and protect you SaasS today!

'Source: ESG Technical Validation, Keepit: Dedicated
Data Protection For SaaS Workloads. Delivering Data
Availability, Cost-Efficiency, Simplicity, Instant Recovery,
And Total Security by Dolan, Kerry, Sr. IT Validation
Analyst. October 2021.
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Heatwave forced Google, Oracle

shutdowns

American tech giants Google and Oracle
suffered outages as cooling systems
failed at London data centres as record
temperatures hit much of the UK July
19. Oracle, a database software and
technology firm, reported overheating
problems just before 4pm. “Following
unseasonably high temperatures in the
UK south (London) region, two cooler
units in the data centre experienced

a failure when they were required to
operate above their design limits,” the
company said. The issue was resolved
shortly after 10am the following day (July
20). Overheating also hit a Google Cloud
data centre. Just after 6pm, the company
reported that “there has been a cooling-
related failure in one of our buildings”.
The problem was fixed by 7am, July 20,
Google said. W

UK unveils data reform bill proposes Al

regulation

The UK government introduced a pair of
post-Brexit data reform initiatives aimed
at guiding responsible use of data while
promoting innovation in the economy. In
the House of Commons, the government
released the Data Protection and Digital
Information Bill. In a separate statement,
minister for media, data and digital
infrastructure Matt Warman said the data
protection reform bill will help “transform

the UK’s independent data laws”. The i

government is also unveiling a set of

proposals to regulate the use of artificial :

intelligence. “The Bill will seize the

benefits of Brexit to keep a high standard

of protection for people’s privacy and
personal data while delivering around (1
billion pounds) in savings for businesses,”
the UK Department for Digital, Culture,
Media & Sport press release said. M

‘Industry’s first outdoor Wi-Fi 6E access

point’

Cloud networking specialist Extreme
Networks introduced the Extreme AP5050:
apparently the industry’s first outdoor
Wi-Fi 6E Outdoor Access Point (AP)
optimised for deployment across outdoor
venues, convention centers, hospital and
university campuses and large stadiums,
among others. The AP5050 delivers
faster speeds, reduced interference and
enables large outdoor venues to operate
across up to three times as much spectrum

as previous generations of Wi-Fi. “The
AP5050 also helps customers future-
proof their networks with infrastructure
designed to support next-generation, high
bandwidth applications and IoT devices
to dramatically improve operations and
consumer experiences,

services,” the company said. H

RingCentral launches wave of updates

RingCentral has launched a raft of
new features for its cloud phone and
collaboration platforms in an effort to
help customers drive greater productivity
during turbulent economic times. The
updates are designed to give users a way
to automate administrative tasks, reduce
the need to juggle multiple apps and
help develop custom workflows specific
to individual businesses. Amongst the
changes, RingCentral has rolled out new
capabilities for its cloud phone service

that it claims will relieve pressure on i
include :
improvements to self-service on-boarding, }
a simplification of the call forwarding :

IT departments. Upgrades

process and the ability to use various

analytics tools to draw insights from call }

behaviour data. “Core to successfully

enabling hybrid work is providing your :
people with the right communications and :

collaboration tools when and where they

need them,” said Kira Makagon, chief§

innovation officer at RingCentral. M

while creating :
a foundation to monetise new mobile

Macquarie buys
§stake in Virtus

i Australia’s Macquarie Asset Management
thas bought a minority stake in UK data
icentre operator Virtus from its owner ST
i Telemedia. The investment will help Virtus
: grow its UK data centre operations, but also
i expand into Europe, according to Macquarie.
{ Virtus currently operates 11 sites with around
{ 180MW of data centre capacity in and around
i London. “While London’s data centre market
iis expected to continue seeing increased
i absorption levels, driven by strong demand for
i hyperscalers, we believe Europe — including
i core markets such as Germany and France
i— will present sizeable growth opportunities
gover the next decade,” said Nathan Luckey,
i senior managing director for Real Estate at
i Macquarie Asset Management. Bl

. Home Office data
. incidents nearly double

§The Home Office has recorded 9,205
i personal data incidents over the past year,
¢ almost double the year prior. In its Annual
{Report and Accounts 2021-22, the lead
i government department responsible for
i immigration, security and law and order,
ireported that over 9,205 personal
idata incidents occurred from April
i2021 to March 2022, with 13 being
ireported directly to the Information
i Commissioner’s Office (ICO).

{Of the 13 incidents formally reported
ito the ICO, seven were reported as an
: unauthorised disclosure of information,
ione was reported as a device or paper
idocument lost outside of secured
i government premises, and the remaining
i five were listed as “other”. M

Proximity acquires
Bristol DC for £13.1m

gProximity Data Centres has acquired a
idata centre in Bristol currently operated
i by French-headquartered IT consultancy
i Capgemini for £13.Im. The site, 1120
Aztec West, is located near Bradley Stoke
and Patchway. It is close to the M4 and
M5 motorways and the Almondsbury
i Interchange. Capgemini is leasing the
190,000 sq ft unit until December 2024. Steve
Oades, head of the Bristol commercial team
! at estate agency Knight Frank, which agreed
the sale, said: “Data centres of this nature
: are extremely rare outside of the South East
iand we are delighted to have represented
Delta Properties in the transaction and
: wish Proximity continued success with the
i growth of their business.” M

Virgin Media 02
Business to provide
dark fibre for Proximity

Virgin Media Business Wholesale - the
wholesale fixed division of Virgin Media i
02 Business - and Proximity Data Centres |
are now working together to deliver :
network services including diverse dark
fibre and optical high-capacity servicesup :
to 100 GB to customers across the latter’s
portfolio of regional colocation data :
centres. With nine already open, a total
of 20 Proximity sites will be available
within the next 12 to 18 months, providing :
nationwide coverage and reaching 95% of
the UK population. H

Word on the web...
Why prioritising user

experience is vital

Song Toh, VP global network services,
. Tata Communications

: To read this and other opinions
. from industry luminaries, visit
. www.networkingplus.co.uk
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on the network

transformed in terms of the technology

and operations used since the pandemic
began. The pandemic has accelerated what
would have been years of technological
advancements in healthcare. The world
witnessed virtual ER and hospital wards
sprout up overnight, the rapid adoption
of telemedicine, and an increase in
the use of health wearables, and now
there is no going back.

According to a recent study conducted by
Boston Consulting Group, remote monitoring
of patients has increased from 12% to 30%
since the start of the pandemic, and 60%
of patients prefer transitioning away from
hospital-confined care. The pandemic has
also revealed how integrated care systems
(ICSs) enabled hospitals, local councils,
and volunteer organisations to collaborate
efficiently by sharing resources to locally
deliver timely, quality care for all. Many
healthcare providers, like the NHS in the
United Kingdom, are now in the process of
rapidly expanding such ICSs.

Yet, all these advancements open up a
myriad of technological and operational
challenges. Here are five prominent IT
hurdles among those:

For an ICS to work, a solid infrastructure
and processes that can accommodate
new technological developments and the
associated data generation are crucial.
Multiple departments will have to collaborate
across geographical and organisational
boundaries, making interoperability all the
more relevant. Going ahead, the lack of
a standard technology platform will be a
limitation for ICSs.

Without such a platform to facilitate
seamless integrations, inconsistencies in
patient care will continue to arise between
departments, including data duplication and
the unavailability of real-time data (such
as patient reports, payment statuses, and
insurance claims). IT departments need to
invest in comprehensive solutions that enable
technology consolidation in order to create a
more robust IT system. Without implementing
this, expecting multiple organisations
and their departments to coordinate
will not be practical.

The healthcare sector produces one-
third of the total data generated across the
globe. The number of sources through which
medical data is generated and stored is also
increasing. At present, there is data streamed
live from health wearables, recorded
during telemedicine services, measured by
connected medical devices, and more. Al
systems analyse such data to deliver more
personalised health predictions for patients.
However, without proper data standardisation,
interoperability becomes challenging, and
security risks increase.

EHRs are 10 times more valuable than
credit card data on the black market.
Hospitals often need to coordinate with
labs, insurance providers, and other medical
centres. Each time a patient visits any of
these touch points, it is an added data entry.
Most often, the personnel dealing with such
vast information are not data scientists;
in such cases, there is an increased risk of
insider threats like data mishandling.

Implementing the right security solutions
and practices to seal all the loopholes is a
major struggle that healthcare IT departments
face. They need a set of advanced capabilities
such as rigid access control, real-time
monitoring of on-premises and remote user
sessions, firewalls, sound password policies,
instant alerts about anomalous activities,

The healthcare sector has dramatically

forensic analytics, and data backup and
recovery procedures.

Patients are demanding higher levels of
personalised care from healthcare divisions
as they would for any other industry. This
includes self-service portals for appointment
hooking, downloading reports, and processing
payments; having real-time remote medical
assistance; and employing Al and robotics
to predict health patterns and future
risks. Providing all of these is challenging,
especially for an ICS as diverse locations
and departments are involved. If patient
records get mixed up, the results could be

By Abirami A, enterprise evangelist, ManageEngine

catastrophic. To succeed, the underlying IT
infrastructure needs to support centralised
storage of EHRs with easy, secure access for
only the relevant parties and applications.

In the healthcare business, where patients’
lives and finances are at stake, credibility is of
utmost importance. One cybersecurity breach
is sufficient to take down multiple businesses.
As more regions develop their own set of
data regulations and industry-based data
privacy laws, like HIPAA and HITECH, staying
compliant is critical. One of the highest
penalties paid for a cybersecurity breach due
to non-compliance with HIPAA was $5.1m.

Five major IT hurdles faced by the healthcare sector

IT solutions play a major role in meeting
the data management, network security,
access control, and audit requirements of
such regulations. There is high pressure
on IT teams to identify and implement
the right solutions and best practices to
achieve compliance.

Formulating streamlined standards and
organising training programs for healthcare
professionals and staff can help minimise
errors when dealing with healthcare
IT technologies. This could reduce the
burden on IT teams in their handling of
the above concerns.
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SSE leaves the
network world

ehind

of years ago ensured that the Earth’s

surface would never be the same again,
leading to the extinction of the dinosaurs.
A parallel between how dramatic external
events can cause fundamental long-term
change in environmental conditions can be
observed today in the world of IT.

While IT modernisations had already been
initiated with many organisations moving
applications to the cloud, the pandemic
has proven to be a widespread impetus
for change. In a previously unforeseen
way, companies worldwide were forced
to transform their IT landscapes to adapt
to the new and evolving conditions, at an
unprecedented speed. But which of the
traditional infrastructures will sooner or later
be left behind in the post-COVID era?

In recognition of the universal upheaval
organisations face, Gartner is helping to
set the course for the reorganisation of IT
infrastructure with its new security pillar,
the Security Service Edge (SSE) of the
SASE framework. The new model, with its
unifying of safety parameters as a service
function, represents the natural evolution
of the SASE framework. By eliminating the
“A” for access the decreasing importance of
the security stack at the network perimeter,
which previously regulated the access
authorisations to the corporate network
and thus ensured IT security within the
sealed borders, becomes clear. Today, the
network itself is no longer regarded as part
of the security control body, but only as a
means of transporting data streams towards
a new security model.

The meteorite impact on Earth millions

The traditional network is losing
importance

In this way, SSE reflects the circumstances
that companies have contended with over
the past two years. Employees have left the
secure network and access their applications
from a variety of new working environments —
in many cases, this is due to imposed contact
restrictions. For a decade now, applications
have found a home in cloud environments,
further reducing the importance of the data
centre. Driven by the pandemic, however,
even those previously reluctant have made
their way to the cloud. But if there are
neither applications nor employees within
the corporate network, what sense does a
security stack at the network edge make? The
answer to the reorientation of the security
infrastructure is the Security Service Edge.

In modern working environments,
securing the direct path from users to their
applications plays the decisive role—without
the intermediate step of a network perimeter.
And it is precisely this core idea that a
Security Service Edge approach revolves
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Nathan Howe, VP of emerging
technology at Zscaler

around, with zero trust being the cornerstone
of implementation. If a user needs access
to an application or a service, this access
must be defined in a role-based manner
and continuously monitored. Regardless of
where the applications are stored, security
must work in line between the user and
application. A cloud function provides this
control authority and offers the necessary
agility and flexibility for a wide variety of
application scenarios.

In a Security Service Edge deployment,
users are no longer tied to a network for
access to applications, but instead gain
universal access based on their identity,
regardless of location. The least-privileged
access concept shows its strengths in all
modules of the SSE and also accordingly
forms the basis for cloud access security
broker (CASB) or data loss prevention (DLP).
Crucially, the focus is always on policy-
based access rights, whether for access to
permitted applications or web services, or at
the level of individual documents.

Universal access for future
scenarios

To keep up with these changes, IT
departments must consistently select the
right tool for each task. When it comes to IT
security, this means that they must step away
from network appliances as gatekeepers for
security tasks and follow a new approach
with SSE that switches security directly
between user and application or service.
At the same time, IT departments are
paving the way for companies to take the
next steps towards digitisation. Zero trust
is an ideal architecture not only for user
access authorisations, but for devices
or workloads as well.

With applications that are outsourced
to the edge or internet of things (loT) and
operational technology (OT), the next digital
applications that need to be secured are in
the starting blocks. Then the cloud will not
be the only connective tissue for access,
but the internet or, or even the latest
wireless standard, 5G, will be included. 5G
already enables completely new application
scenarios beyond the traditional network,
whose data transmission and access
authorisations should also be secured.

The traditional network has been
completely and permanently transformed.
As companies realise the full potential of
the cloud to secure users, applications, and
devices, SSE provides a forward-looking
framework that can help guide them in
this journey. Essentially, organisations that
consider an SSE solution can ensure that
they rely on a future-proof and portable
approach that supports the requirements of
a cloud-first working environment. W
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view from the top

uring the  Birmingham 2022
DCommonweaIth Games, | saw the
essential role antenna infrastructure
and technology played in providing reliable
connectivity and access for visitors as well
as underpinning critical communications.
The requirement for connectivity was a
challenge that had to be achieved between
venues and while users were on the move.
The 2022 Commonwealth Games
was attended by 1.3 million people, the
overwhelming majority of whom wanted
to connect their portable devices to the
internet. Thisis amajor challenge toallmega
events, where people now expect to have
access to fast, reliable communications
and transmission capability. How this
is achieved often must depend on what
systems are already available at a venue
and its environs. Options can include,
Wi-Fi 6 as an enhanced version of the
2.4/5GHz spectrum, 2.4GHz provides the
most coverage at slower transmission
speed, while 5GHz gives less coverage but
higher data transmission speed. It allows
multi-user connectivity. LTE and 5G provide
good communications with capability for
expansion via temporary cell sites. There
is also Distributed Antenna Systems (DAS),
widely used in stadia, which facilitates
multiple-user, high speed connectivity. The
network used is often determined by what
is already available and resources available
to pay for access to a network.

At events such as the games Critical
comms are, as it says on the tin,
Critical. Police, security, emergency and
transportation services rely for data
transmission and communications on
network accessibility and reliability. Here
signal connection is important as is the
security of the network provided by the
network operator. However, the most
secure network is useless, if users can’t
connect to it or if signals don’t get through.

Antenna and system design are critical
for ensuring communications from, for
instance, first responders being received
from all locations at an event. Thus,
there is a need for robust systems and if
resources permit a degree of redundancy
and appropriate back-up systems.

A success of the 2022 games was
transport logistics, with columns of buses
efficiently and economically, moving a
million competitors, fans, officials and
volunteers between events. Underpinning
this was reliable, wide area communications
between vehicles and control centre. The
games used bus providers from all over the
UK to provide a free transport service.

lused these buses both as a volunteer and
spectator and found the communications
worked well, given that the different bus
operators had different communication,
tracking and location systems. GPS/
GNSS location solutions with LTE cellular
systems for information communication
with the control room were used to provide
passengers with real time information
at smart bus shelters. The buses were
also equipped with Wi-Fi for passenger
use. Some operators had incorporated
my company’s 946 series, offering 4x4
MIMO for 5G cellular along with 6 Wi-Fi 6e
elements for data distribution, collection
and a GNSS element for location or timing.

Modern buses come with an array of
technology, electronic ticket validation,
passenger counting, CCTV, VHF and UHF
communication links. The hardware
being concealed within bus ceilings and
side panels utilising high performance
antennas inside and outside.

Data exchange from bus to control room
and back, requires appropriate on-board
equipment to give operator and customer
what they need. The challenges are cost
and installing multi-band high performance,
durable antenna systems to deal with film
and video streaming by customers and
control room communications.

High demand for connectivity and
network pressure peaks such as half-
time breaks or opening and closing
ceremonies, requires robust solutions with
deployment of temporary cell sites or the
use of Distributed Antenna Systems being
available options for organisers.

Looking at the critical comms aspect
of the games, it was a complex operation
between, police, military, first responders
and in house security that was underpinned
by cellular and TETRA Two-way radio
that proved successful in maintaining
communications with all involved in making
the games safe, secure and enjoyable.

Looking forward from Birmingham 2022
and at challenges for antenna solutions
for super-fast communications at Mega
events, the number of elements required
for future lightning-fast data transmission
rates, alongside increasing frequency
ranges, are going to be challenging. 5G
mmWave running at high frequency and
extremely high data rates pose a challenge
as radio waves, at such frequencies, act
more like directed light from a bulb, rather
than receive anywhere radio waves. The
characteristics require both the send and
receive antennas to be pointed at each other.

Consequently, a new technology
named; Smart Antennas is emerging. This
uses automated beam steering, which
electronically aims the antenna at users’
devices to achieve maximum data rates.
The system uses Massive MIMO arrays,
which have dozens or even hundreds of
individual radiating elements which can be
switched and aimed as required.

With the growth of Smart Cities and

the prevalence of loT, the demand for
appropriate antennas is a design challenge,
as with 5G using MIMO technology requiring
multiple data channels for transmitting data
concurrently. In the antenna industry we
are working to satisfy the needs of the user

Birmingham 2022, gold winning connectivity

Linda Clark, managing director, Mobile Mark Europe

and the technology for connectivity. Be that
at an event, on a bus, in a smart building or
cheering the winners at the finishing line,
innovative developments will remain

an essential part of these solutions. , ,
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Data centre consolidation: what
does it mean for the industry?

John Hall, managing director -
colocation, Proximity Data Centres:
The data centre market is undergoing
significant changes probably more than
in any time in its history. Enterprises
that have traditionally owned their
own data centres are moving some,
but not all, of their IT workloads
into Cloud based environments. As a
result, they are considering how to re-utilise or sell the
considerable assets they have invested heavily into over
a number of years. It is important to note that whilst
it is true that some applications are easily transferable
into the cloud not all, particularly legacy services
fit here. Sometimes the pricing models of the cloud
providers can make running certain types of services
very expensive. Another point is the skills required
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to migrate workloads are still scarce and this causes
delays and costs. A metaphor could be the pendulum
initially swung from enterprise owned data centres to
cloud-based services but is now returning to middle
ground as new services and applications sit next to
legacy.

David Sandars, business development manager,
Vantage Data Centers UK: The enterprise needs to focus
on its core business. Operating a data centre is not the
core business and therefore it should be outsourced
to the experts. Legacy data centres no longer fit for
purpose, too expensive to maintain/upgrade. More
flexibility to add network services and power capacity
quickly in colocation for example to enable staff to
work from home during lockdown.

Colocation customers can save money on maintenance,
support contracts and insurance premiums when data
centres are moved to the specialists. Virtualisation
can mean much less space and power required at a
data centre therefore saving more money. Enterprises
are reviewing use of office buildings following Covid
and closing buildings which means moving the
data centre out.
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Matt  Edgley, director, Teledata:
Opening a new site takes a huge
~ | amount of investment. Not just to build
¥. | the data centre, but also to build a team
- |and bring in the network providers.
Network providers rarely take a
speculative view on bringing their
networks into a new site and they like
an existing customer base to work with.
So not only does it take a lot of investment, but it also
takes a lot of time to build and fill a standalone site -
time which adds to the potentially long period of time
where the new facility makes a loss. Therefore, buying
a quality facility with clients, networks and available
capacity is highly attractive — particularly if entering a
new regional market.

Richard Clifford, head of solutions at Keysource: Data
centres have been one of the few industries to have seen
growth during the Covid pandemic, in part as the trends
shifted to remote working but also against a backdrop
of global digitalisation. This makes the market very
attractive for investors and we continue to see small,
medium and large mergers and acquisitions, as well as
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extensive green field deployments. For operators this
can be a mixture of access to new markets, growing
portfolio, fulfilling a client need or simply taking
market share. Pre-Covid the consolidation of data
centre operators such as CenturyLink/Lumen and
Level 3, or Digital Realty and Interxion, was driven
by a need to diversify their approach to the market,
with the aim to increase market share and reach.
However, oversaturation of Tier 1 cities is now driving
a focus on Tier 2 cities and more of an ‘Edge’ regional
approach. As a result, we are seeing the acquisition of
more ‘independent regional operators with the likes of
Proximity and Pulsant building a network of ‘Edge’
facilities to respond to current and future demand.

Eric Herzog, CMO at |Infinidat:
Consolidation is a natural process
when an industry matures and this is
happening currently in the data centre
service provider space in an attempt to
achieve better economies of scale in a
global environment. It has implications
for enterprise buyers seeking long term
=i partnerships with data centre service
providers and companies seeking data centre services
need to consider their needs carefully. For instance,
they need to look at all the different feature functions
offered — availability, performance, integration
capabilities and support for legacy applications — when
making decision about which provider to select.

Simon Brady, data centre optimisation program
manager for Verfiv: 1t’s the usual circle of life; big
fish eat little fish and survival of the fittest. There’s
nothing unusual or different to consolidation within
any industry. If organisations want to grow, the options
are to do so organically or by acquisition. Often in a
crowded market, acquisition is the only option and for
big organisations its more straight forward to leverage
fixed cost bases. As the larger data centre operators
grow, and growth is high right now, it’s often an
easier and faster route to being operational to acquire
an existing facility rather than build a new one from
scratch. This is especially true in geographies where
the operator needs to be present, for example if a
customer requires it.

| Is consolidation good or
bad for data centres?

Simon Brady, data centre optimisation program
manager for Verfiv: Consolidation is both good and
bad for the data centre sector. It’s good because it
can drive costs and prices down for customers as the
larger players work to remain competitive, but also
bad as decreased competition is never healthy for any
industry. There will always be niche players but the
hyperscalers are very effective at optimising their
infrastructure, which is potentially also good for the
environment. Hyperscale sites and operators tend to
operate at near 100% capacity so are as efficient as

“Sometimes the pricing models
of the cloud providers can make
running certain types of services
very expensive”

John Hall, managing director — colocation,
Proximity Data Centres

they can be. And, nearly all them use renewable energy
sourced from wind, water or solar power and have made
bold commitments to achieve Net Zero. Fewer smaller
operators have made the same commitment.”

Matt Edgley, director, Teledata: There are positives and
negatives. The larger providers will generally invest
in existing facilities to beef up infrastructure, but this
will often have an impact on price. In the world we
are living in today though, larger providers do bring
greater security during unprecedented cost increases

due to energy prices hikes and such like. But of course
consolidation gives clients less choice due to limited
competition. We’re seeing more consolidation between
the larger providers as well — such as Equinix/Telecity,
where Equinix were actually forced to divest seven
facilities by the competition commission.

| Isn’t reduced competition
detrimental to enterprises
and what should be a
competitive arena?

David Sandars, business development manager,
Vantage Data Centers UK: Reduced competition
is bad for any industry but I don’t see that there is
reduced competition.

I think there is more competition in the UK market
giving much more choice around one of the key factors
which is location. A few years ago the industry was
focused in and around London, now there are large
scale operators in Cardiff, the Midlands, the SW, NE,
NW, eastern England and Scotland

Previously private data centres are opening as
colocation facilities giving clients much more choice
as to the ideal location for their IT estate and with
improved network availability, reliability and latencies,
location is less of a factor for enterprise businesses.

I Simon Brady, data centre
ﬁt?k optimisation program
jost” 3 manager for Vertiv: In general, reduced
=Z;. j‘s\!' competition is good for enterprises.

Larger data centre operators tend to
have better, standardised operating
and energy policies which is a
Bl benefit to customers.

Matt Edgley, director, Teledata: Tt depends on their
strategy and approach — do they like to diversify their
providers for resilience, or do they like to partner with
a single provider with multiple sites? - in which case it
could definitely be a plus point. One general problem
within the industry is that the cost of opening a site
really restricts new entrants and makes consolidation
more attractive, which is why we’re always hearing
about undersupply. The main concern is lack of
facilities rather than lack of providers.

Richard Clifford, head of solutions at Keysource: This
reduced competition can be good or bad, depending on
the situation. On the one hand, it can lead to increased
efficiency and economies of scale. But on the other
hand, it can also lead to higher prices and less choice.
Consolidation of the market can help to connect
‘demand’ with already established real estate that would
otherwise be inaccessible due to the size of the operator,
or lack of a wider more geographically resilient network
of data centres. This has benefits such as speed to market,
avoiding long and costly construction times. But also,
in a time of climate emergency, leveraging existing
data centres is an opportunity to reduce the embodied
carbon held in manufacturing and construction of new
facilities. There is a significant amount of stranded
capacity amongst data centres globally with Enterprise
and legacy facilities only operating a fraction of their
design capacities, in some cases just 20% to 30%. This
is leading to huge inefficiencies and with this stranded
capacity going to waste, consolidation of the enterprise
estate makes absolute sense.

Eric Herzog, CMO at Infinidat: Tt completely alters
the competitive landscape and if it goes too far, over
consolidation can cause problems, because too few
providers mean the surviving entity could have greater
control of pricing and supply. This is true for every
industry. Many cloud service providers are using Infinidat
technology for their storage-as-a-service (STaaS),
infrastructure-as-a-service (laaS), and platform-as-a-
service (PaaS) offerings and we are highly regarded
for our hyperscalar implementations. Several storage
industry analysts have noted that Infinidat is setting new
standards in the storage industry with the performance of
the Infinibox SSA II - we are setting the bar very high for
the entire cloud provider industry and enterprises benefit
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“Enterprises are reviewing use of
office buildings following Covid
and closing buildings which means
moving the data centre out”

David Sandars, business development
manager, Vantage Data Centers UK

from the increased performance, availability, and cyber
resilience of the Infinidat enterprise storage solutions.

John Hall, managing director - colocation, Proximity
Data Centres: When Proximity buys a data centre
typically the existing owner of the facility becomes a
tenant. This gives them a far more flexible model as
their requirements change but with the advantage that
there is still continuity for their IT services. There is
not reduced competition as the enterprise has the option
to use cloud based services as well as the use of data
centres.

| Is there a fear that one or
two dominant players will
create a mono/duopoly?

Simon Brady, data centre optimisation program
manager for Vertiv: T wouldn’t say that there is a fear
that one or two dominant players will mono / duopolies
the sector. However, it is clear that the “big 3”, Google,
Amazon and Microsoft, will dominate the industry.
There will always be niche players and as big as they
are, they rely heavily on the tier 1 operators for much
of their facilities and infrastructure. On the other
hand, we should also consider that many countries are
implementing in country data protection standards. This
means there will always be a need for localisation which
does suite smaller operators.

David Sandars, business development
manager, Vantage Data Centers UK: 1
don’t see that one or two players will
be able to dominate the sector it is too
expensive and complex to buy up all the
data centre companies. As we’ve seen
recently, government regulation will
prevent one or two players dominating
the sector and will ensure competition.
I believe there will always be competition and choice.

John Hall, managing director — colocation, Proximity
Data Centres: The sector is moving to a mixed model
of cloud and edge data centres. There are probably 8
to 10 traditional cloud operators who use hyperscale
data centres so plenty of choice. Many enterprises have
adopted a multi-cloud approach to avoid over reliance
on 1 provider.

At the edge the choice is probably more difficult as
the enterprise needs to partner with an organisation who
has a proven track<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>